
is tl18 t.~lfie 
tl-rlt 

I)ec:r;1pti0 11 

on lJ31ng of polynon1ial tactoriz&tion 
oTrer rJ r1rne Fir..ite Field and LegBn
ci.re sYlnooL The pubiications showed 
that tllers 1S aproblsm in detern1in
ing ti1is $yr£1001, that depends on the 
,.,,1';' ,,"' ihl'1; +i! .; J"i.~-",! Th-i.:- p-::>~e!' suggest
.L '-• ...).t..."........ t.i J.'£''''j '£'UtY.~ _.u..~ "-'I-J 


a solution t()~ov-ercolh8 such prob

':::t...,l-i ' ....-.;1""1·_.: \oU .. ~ \"•• :r,:;. ... 

1. ' \......... -.
u~l t1S!TIot;i t.u.e t_~reat9st ( ...() rr.un()n 

~ , 

c()rne the limitat.ions that. appeared 
~lith Rabm;s ITl..ethod, U1at applied 
~.h" "1 '· ... 1·1 r·l..•·· 1.,1 p'>"~ t Pl") 01":;-''''r1 11:,.':;-'('11.-'1 ~ _tL· J;J 1._) U.l _..L.LJ.. ..l:J. "0, "'U w '_;.,;,;,* 

iIrlplen13nt9d in Turbo Pascal '...""e1'
Sl()ll 5.5 ;lilC. ~la.s "\!ll til lllaJ:1jl e:i{;:1l11
.-1-~ o;;.·n~l· _._,i-1~i-·n m---ri l.3t:l aiiTi:::l''1+
l-ll~;:; .._I ~LJ.l ::'t._.! 11...... 1",., r.) j ,t" .. () \l ... _t ....." (.64 ·_·::.... vw 

" ..J' ..:l'h' ..2ilin m reU.ucmsr t e time anu s:..orasre 
~ ~ ~ 

~~nltil"~d f01- np1'f01'1"r1iJ'l>::)' U'e Deci-
A - "'1" ... -' ,-, .. ... r....... "" .- -0 .. 


pr18ri!1,g' prr)cess of R.8ciproc.::j F)ublic 
1~8\1 

TIle re~lc~ltlti;:)11a.r}" id~ea ill Cl
'·:'1;7·:ta1""'J-~! ~,~ t,~! rt:,'~t?"~ ,ry~~rll1f'" t~!o ~!~_ 
-'"".' ... ' <"_ .... - ........' '-/'•• _ ....... ''''''''''' ..... r' !~"'-'.-'-' """". ............' " 


':-iprle~:c~e::t :!S ~lel1 Z!S the enci
"""I':>~'l>l':O ·,1 ':"f"l~"'h'"r' :;;;:"l... ·!·~ ·~'i:o::;t.P.m io:::'''' ....... .L .L_,::" '......... ,:.''''' .. .Lt.'u. ... l. . ....,;t,.~...·l ~ ..I"'·_·_ \,. 


bv Diffe and Hell.
.,' Such system is well 

< 
KI10~l!1 

SZU118 

For such systBrn.f giVBl1 tile enci
pherement. procedtu'e) tl1e key,. and 
perhaps the deduce the deciphel'e
ment key. One <;?le ha\-re su.ch system..! 
any one ~lishing to use it will be ;1$

sigr..ed an enciph.erement key which 
'l i b to. l' \ .J ..J' .~111 8 P1.h.!llS.l.18ll 111 a L~lct1onary. 

"471ch1'nN ~e,....~t!. fi'f!7 "-)-1'"10 .... .l...... ",>; 4 
.a.v.......·, ~ ...lLt ~ L •.• m~~e-~JIo.'~-".L :J..... J,..} .••.,l.l..u...i.."O"O 'lM,' :_'1. . .. 

(;f t~:'J3rs rrb9rel~l C:()IlSlll"tS 

l:te dictio:narv l.) see ~lbich enci
pherement key 

.' 

he should use. In Utis 
,*lay a user) 1?lho ~lill have his O'~ln 
secret decipI-J.ererneny key. ,\\,Till be 
able t,.') decipher any crJ;tptograrn sent 
to :him ~lithout e~ten n.sedjl1,!:; tc, kr:.+()'~l 
the identit,,r of the sender. 

~ 

arife1v
.' 

1.m:ng reeiDroC':::i.l nU.rnbeI' ruld 

Section 8 shows tl-.B 13erlkrunp·';;; 

A1.Q'orithm tor factorization of Dol~~-

~ ~ ~ 

Ilt)!Yliai (J\rer firrit.e field arlCt 
'...
21,\"8S 7}1S 

[ ;1' t,.< 5:1 ('11'1 i:, 11 0',', t·~' iil"'l '.\:lf1·1 H~;; n 'Y,i ~~ = y J..... ...... .-... ,:;:. ........ J. "",-"-10.4. ), • ~-.l.",__." .,""'..:.J. ____ : 


of the pl'>:)gr::1rn f(ll" t'FO 8~~~U~lGleS 
.4.co~1Clusio!l is rr1811ti()!:Ed :!: .sec.::l::!l 
4. 
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Public Kev Cn11Jvosvstenl Using Re.. .. . '" ... -
ciOl'ocal NtmlDer 

This crvotos~"Stem is prov-en t,.:.,i 

be as difficUlt ai factoring a largB 
. ""'1. "1' b 1 mmlber. 111e tOL.~"')~.r1!lg 8)r.t11.0 is 

!~--:.11-1~ i'-'(·l'Q1''';I'';~l'·::'' ~t711-!hf)1.
' •• (......;..,;.,e,1I..\,. ... ~.s.' ... .l.'-J,~· .. -...' 100') "' ............... 1. 


1luon1 !! 

Tl"",~1o~ 
i,.,. ';"~'-I..i. 

.. -, 
~lr111e 

o is aorirr£ ~lUll1ber.. 

~pq, 

i ~iO large prime mun
bers p and q 

Public key: {R (=pq) ) c} where 
'I' il'l(Crp)n = tC q)=

(1) 

1 

(1) \l8 ootz-Jn 
o 

T .:.t '::'. ,.;pd...... ;_. ',' .~ ... t be the roots f. Eo_...t...'W.J. 

mod P1 7,y"hile b! be the 

roots of {Eq. (2) Inod q}. Eq. (2) 
mod R.t has tile f~)l1ollillg fotu' 
roots:

lvfl = [at '0 1].1 

}..··f2 = [aL! DzJ 
'>.-. [ 1-.1!\;1z, = az J ~il~ 

NO'?,1 w'e ha'i:'B the fou.!' rnessahe 
and one of tllem is tlle ()riginai plain
t.e1.i 'i\;rlllch will be determined bv us
ing tlle value ~if (S and t). 

" 

M= 
M,u~ (}A l } lA2) if 1 

'91118n S=1J then 
},Ain (l'.A:}) j:.A4 ) if t=O 

Factorization of Pol;lnornials over. 
_. '. f' Idt'1!'t..h9 .. 16 . 

All published rugoritr.!.lnS ~J8re 
applied on asquZ'.1'e free polYL'omials 
[2]) [3]) [5], 

Bel'1ka.lll'~ .6..1£,01'1frilll 

This algoriti'ull iJsed to test the 
redudbilitr\? of the Dlov"llor.niais and 

.... .I. .... 

fact.orize OVBf small fipjte field 
[2]. Let u(x) be 111e polynf)rni:~ k) be 
ract.;.)rized 
Step 1:- ErlSiJre tllat \l(!r) IS ~jjiJ:re 
free 
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t ~ , ~ ~"\ : r ~..SJI / , ..1£.1 / ;i , et fA'i , I .. .... .., 

This 111e001 that no one of Ul6 
l"¢r.... t~ ("".J.. 1 \ r··V'....~" -t.:'l\lif~''''~'''''''l-'• V"."'" .11~ .)J '~""""'''j \""1' .....O-l ... ~ ':."i.i. ....., ...~~"'""...-1 

{)f X - 5 I which insux9 tllat Ule Dolv
... ,., 

nomial is irreducible. 

?inri v'·' > v,J. 
'- , 

~ h).:.::.dv inde'Clen.:: ,'" I . ...l._ ...~'~>\,.;I. .. 

cient 'lectors such th<.'tt 
'1' ,,"' ~ \ ,. I) 0 0 ) V'--.' ~\.../-l)=~""J J ..... J J 

Division Algoritlml used in the 
m.ain PrOCed'lU'8 

The Algorit.r.m of division of 
pol;,:rnomial u(x) of degl'e.e m O,,"Bl' 

t118 o()lvnonlial vIz) of de9Tee n (),\1Br
.It. ~ \. .f """'. 


"'-"'!""';I,' \ • ~ • .. ... , <f .., .. l' ~ 


\..~r tP.,!! 1S ClE!SCnoea. oy tile rOl!ovmg 
f1()-V:7 Cllart:

, 
Let 11; ........... / ~k be all l~e 

= ITll 

f.J.1~ 
lh~ of (5/7) .. test 

,<,. '"' A ·'o:·'·~y ~ +1-.".. -'olTn"om'a1!~lB l. e-J.l1Cl 111:..) 0.1 ~~lO 1Jl JJ.J. J.J.J. 

x=5 over the field of residu.9s modu

SrJl11ti'Jrl 
,....,~<t.,..."1 .- r. ., 5= 11.-' J1..rU ( 

...... Y - -J'• • ',-,... I'..t' 
" J ,; 

~~11is rri8aYiS trlat }~ - 5 is irreducible 

START 

In\181'888 [v(n). P., ~] 

1="o~' K' = ... J. • (m-n) do~nl to 0 

r' -. .("M 1l..n+K1r[.1(;(l p 

For j: = (n+k-l) dO"llln to 0 

.... r:.,C~(;D ( -;' ) -" J. := -4".!!'" 
~ 

,f;. V, 
"",r~~'!. t ";1' :; v' .... i

~ '..,)'.,...,,/ L) - .. ,,)
"'""" -" , -"J(;(:D (z - 5 x - '"tr' = -,:; 

"-"p"'''r,, l ~7 ';) '';);._,',_,0 =-.) •.1Il.~. - I X + = '.' 

I.~ - .j 
e:- 1(,r::D .I.;.. X + 2 = - L 

" 
) 

e:- .,. .1:5CD - .) 
J 

,,;;. + 1 = -4 
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The gTeatest Com..rnon Di,:;sor 
Algoritl1111 of Two Polynomials u(x) 
and v(x) by tl18 flo'\\" chart belo~r-

START 

~r~ "'-N I"'; ...... ,-.. /:,. 1 0'" ,.~; ~ 1,... l....... -,:::

L.t'~ '.' .!.~l\.')il "'-.L)..~t....'ll. w'!-.l.! \.... ·1 


D.·...,1'1:T""\o·....... ,.:--"\;,~1,"'t ~~t'!!!'1'\ '!'-"~'I"\ 

.I.. • .... ·.l."/.J. ..'\..' ... Jr.U ...Uli) :,.... ,..:.)) ./ ~~-.; 

~. - 1 
>.J. - • 

If ui11 : :::: 0 Vi~.I... 

S:=1 GCD:= v(x) 

.~--~-~....-~ 

C()llClusi()ll 
a) \'\-'e kno~1 that tlle Bel'lkaJ:llP 

Algoritiul1 used to check tile redu.l~
bility of pol;?l1onlials o,,~r fil1.itB 
field.. and to factorize tile polynonlial 
.'')U'8'" ""c1.~ t"i -"1(-1 1-."t it "~"1 "..,·,t he .~"...t..." .,1 ,;. '-~ ,u ..e '.. LI ..~ ... , C(..... Ht..,' \. 1..":;; t ...j:.' 

PIi Cld f,)r p,''ll V"~') ''>ll''::.1 S .., f ,-Ie Q~'OCI (}..,
'.l....... J....... "'...·J. ..1.I.. ... '"-' •• \,.w"... " ....... \oJ.. ·oJ. .....~ .....~ \~,}, 


Kc.("?o1.'o::e thO ('d"ht'!"'; ...~ '(.,.in i.,o l":;*·?\,\"".,._,,-.~ .t,;:.. .,. ....'"-' ".,'" .. ,.:." • .-............;.. \'tl ..... L~!"", \ ..... l:-'}. 


t.. r1l~ ''''~t.el' 'i''!''.;:'''~'lo~,l,::.,,~':'·;;t.')l.. ,,,....,-1
.l. .........t. ('iJ. ~ .1. .... ..;:.u~::: '~Ui~U ..L...,'t, ....-.J."v • .l.! t;.Ul.:i-.\ 


Subtractin2' Hie identity rnatrix of tlle 
'-' ~ 

sarr18 ,jil'l'l811S1CI !1 "1lil1 feSl,.ut ill a. l"tla

witll zar(; 81&l11S11ts rt)~~, 1"\;\~1licl1. 

~:ilZf\!"l~tS il1dicates tillt tile pc)l}(110rtJal 
~~ ;l'!'O'':i'''1'h1c ''''~'~''''''[''!'l''''f t.) R,:;"11"",,,,~,,,;-'}....' J. ;;;;..; ....l ....~<...· t..lt.., '-'Iol...,\..<,,~ \.J..5 .,.............·.....J..LK""i..J. ..J...t-\ 


l:'·1 ':·\)rit1,lll ::.1t~lOlwh it is: l'~~d.nf"'~h1.::,
J. ... O · 14.J...a ,I ...."""" ".... ' ...."6,j,...\.. -" ""\0: J. '-, """-''/' .... ' ...... 

(act1.lally ) , 

b) \~;re o1'oo>;.)s9d a rn.etll\.x\ t>:.) 

identifv wauiSI' the DolVli,)nlial
• 'I 

is re
,,: 

• 'ij..1 . '"i''1 "; ,<U .....Q 
....,}' t:.t.. H,'" <'1"!C!H,L..l.L""", \..,t..\L.i.t~""","t • ..."~t ~ "l1~i"li

"'-' 
,,0 ,

'VoIIo....
~l'I''"'' I\,,~t.-.-..l t..tlf;~,,,, (4••;;-(. 

it will be eitilel' square free or !lot 
"~l..'''''~·e ~-;w...e o·~- ... t.......... ¥" -ld _ •..4 ."_:"IiI.:"IiI. ...... ~::.y. l~u ' .1..1. t:., \'t::.l w.J.t~~. 1it:. t .:.1CC~'1 illil.g 

the degree of the resulted. Gl-:D ,)f 
the gl'\C8n polynorrLial f(x) ~tith the 
originating polynonlial of that prime 
field (x-I) .' and such result. c(Jnsid
ered as a good result for the Legen
dre S}'1l1DOl 
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